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Abstract—Security mechanism is to meet the expectations from mobile users to provide seamless services in mobile
WiIMAX. Handover should take place in highly secured and in most improved means. The main motive of the mobile
technologies is to provide seamless cost effective mobility. But this is affected by Authentication cost and handover delay
since on each handoff the Mobile Station (MS) has to undergo all steps of authentication. To overcome these vulnera-
bility we propose an Enhanced EAP-based pre-authentication for fast and secure inter-ASN handovers (HO) using
WPKI (wireless public key infrastructure). In this approach, a improved X.509 certificate is generated based on Ellip-
tical Curve Cryptography (ECC) algorithm, then an enhanced mutual authentication flow, which enhances the security
and working efficiency of the mutual authentication in multi-hop WiMax system is designed. Asymmetric key cryp-
tography is used to secure the pre-authentication message exchange with low demand of computational resource. The
proposed scheme can also meet the security requirements of an authentication protocol. The proposed scheme increases
the security and practicability of WiMax system, which has better referenced value to the improvement of IEEE 802.16e
standards. The proposed work is simulated by NS2 model and by MATLAB

Keywords—Elliptical Curve Cryptography, Handover, Security, WiMAX, Wireless Public Key Infrastructure, Extensi-
ble Authentication Protocol, Access Service Network

1. INTRODUCTION

WIMAX is neoteric technology providing broadband data
access to mobile and stationary users while supporting
handover and roaming capabilities. It is a technology based on
IEEE 802.16 standards[1].The security sub layer of IEEE
802.16d[1] standard defines the security mechanism for fixed
and IEEE 802.16e[2] standard defines the security mechanism
for mobile networks. The security sub layer supports are to: (i)
authenticate the user when the user enters in to the network (ii)
authorize the user, if the user is provisionised by the network
service provider, and then (iii) provide the necessary encryp-
tion support for the key transfer and data traffic. Since 2005
Mobility support has been included into the IEEE 802.16e
standard.

Mobile WiMAX system supports handover processes to
make a mobile station (MS) find another base station (BS)
from the same or different access service network (ASN) to
establish connection when moving out of coverage of the
current serving BS (home BS or hBS). The MS and the
target BS (tBS) or target ASN gateway, or ASN-GW
(tASN) have to authenticate each other before the MS is
granted access to the network to meet the security re-
quirements.  Extensible  Authentication  Protocol
(EAP)-based authentication [3] is one of the authentica-
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tion mechanism supported by the IEEE 802.16e. EAP
based authentication uses a backend authentication
server (AS) such as an authentication, authorization,
and accounting (AAA) server, which allows users to
choose an authentication method suitable for the exist-
ing credentials without requiring the authenticator to be
updated to support each new authentication approach.
The flexibility makes the EAP-based authentication a
popular authentication method for mobile WiIMAX sys-
tems.

The MS will perform a full EAP authentication with the
AS and perform a Security Association’s traffic encryp-
tion key (SATEK) when a MS handovers from one BS to
another in different ASNs, this is referred as an in-
ter-ASN handover, 3-way handshake with the BS to
distribute the TEK. The handover process should be fast
to maintain seamless service connections. However, an
EAP-based authentication has been well known to be
costly due to its time-consuming public key cryptography
operations and the delay of several round-trips between
the MS and the AS. A full EAP authentication takes
about 1000ms, while the recommended maximum
handover latency for streaming applications is only 150
ms [4].

To reduce the handover latency, mobile WiMAX supports
handover optimization, allowing users to reduce handover
latency by reusing key materials from previous authentication
[5]. However, it creates critical security holes such as a lack of
valid entity authentication leading to Man in-the-Middle
(MITM) attacks. Alternative solutions have focused on re-
ducing the delay incurred in the EAP authentication, which is
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the majority of the handover latency, without compromising
security requirements. The current techniques mainly fall into
two categories, namely the re-authentication and the
pre-authentication.

Re-authentication can avoid full EAP-based authen-
tication in handover by reusing the information ex-
changed between the MS and the AS in the previous
authentication. In [5], the HOKEY working group has
proposed the EAP re-authentication protocol (ERP)
which allows a MS and the AS to use the extended
master session key (EMSK) authentication for master.
Re-authentication techniques can lower the authentica-
tion signalling latency.

By pre-authentication techniques in [6]-[8], a MS
and the AS pre-compute the shared secret keys before.
Thus, the handover delay could be effectively reduced to
the same amount of the time used by a 3-way hand-
shake, resulting in the shortest authentication signalling
delay. The main advantage of the pre-authentication is
that the cryptographic material will not be reused, hence
it becomes more secure. The HOKEY working group
has proposed an EAP based pre-authentication model in
[6] which has been adopted to Mobile IPv6 network in [7]
and is called Handover Early Authentication (HOEA)
protocol. An EAP-based pre-authentication scheme
(EPA) reduce the authentication delay in inter-ASN
handovers [9] .We propose an Enhanced EAP-based, or
specifically, the EAP-Transport Layer Security
(EAP-TLS) based pre-authentication (EEP) scheme for
fast and secure inter-ASN handovers (HO) using WPKI
(wireless public key infrastructure)which can prevent DoS
and replay attacks with much less computational and
communication resources and at the same time.

The rest of the paper is organized as followed. The
network model and the EAP-TLS based authentication
are described in Section 2. Our proposal are presented
in Section 3. And finally, in Section 4, we conclude the
paper with a summary.

11.SYSTEM BACKGROUND

A. Network Model

Mobile WIMAX network reference model (NRM), the
system under the study consists of three logical parts: a
MS, an ASN owned by a network access provider (NAP),
and a connectivity service network (CSN) owned by
network service provider (NSP). An ASN is formed by
BSs and an ASN-GW to offer radio access to MSs. An
ASN-GW is placed at the boundary of the ASN and
connects the BSs to the CSN, which provides IP con-
nectivity service to the MSs. The authenticator is located
at the ASN-GW. The AS, which supports the authenti-
cation for the MSs, resides in the CSN. There are two
types of handovers in the specified mobile WiMAX
systems. One type is the intra-ASN handover, which
happens when a MS moves between BSs in the same
ASN. Another one is the inter-ASN handover, which

happens when a MS moves from a BS in one ASN to
another BS in a different ASN.

B. The EAP Framework and Authentication

Since the EAP-TLS based authentication provide
strong mutual authentication [8], it has been selected by
the WiMAX forum as one of the options for the specifi-
cation of the authentication procedure between the MS
and the AS. The EAP authentication is executed be-
tween a MS and the BS in the Privacy Key Management
version 2 security protocol [9]
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Fig. 1. EAP-TLS-based authentication.

specified by the IEEE 802.16e standard. Procedure of
EAP-TLS-based authentication [10] is shown in Fig.1.

First of all, the MS issues a link-up request message
to the BS. The BS then relays an EAP message to the
authenticator in the ASN. From there, the EAP message
is carried to the AS over RADIUS [11]. After the authen-
tication process, the MS and the AS generate a MSK,
which will be transferred to the authenticator in the ASN.
The MSK is used for both the authenticator and the MS
to generate a pair-wise master key (PMK) and an AK.
The AK is transferred to the hBS, which is used for the
SA-TEK 3-way handshake and key exchange. At the
end of the authentication, both the MS and the BS share
the TEK for the data encryption.

I11. PROPOSED SCHEME

The Existing Approach is a insecure EAP-based
pre-authentication scheme for the inter-ASN HOs. To face
the challenges in the design of efficient and robust au-
thentication protocols for HOs, asymmetric key cryptog-
raphy is used to secure the pre-authentication message ex-
change with low demand of computational resource. An



improved X.509 certificate based on ECC algorithm is de-
signed, then an enhanced mutual authentication flow was
proposed in this project, which enhances the security and
working efficiency of the mutual authentication in multi-hop
WiMax system. It can overcome the abovementioned
drawbacks by allowing the MS to exchange the secret keys
with the AS instead of the neighbour ASNs (nASNSs).In this
section, we present the proposed EEP scheme for in-
ter-ASN handovers, which fully utilizes the following
information provided from the previous EAP-TLS mutual
authentication and the centralized AS to prevent the
attacks and reduce the number of cryptographic opera-
tions required.
A Public Key Infrastructure (PKI) is a system consisting

of set of hardware and software used for the management of
public key and distribution of digital certificates which are
used to verify a particular public key belongs to a certain
entity. The PKI creates digital certificates which map public
keys to entities, securely stores these certificates in a central
repository, and revokes them if needed when it is not in use.
Public key cryptography is used to transmit user’s public key
in PKI environment. Public key of the user is advertised and
corresponding private key kept secret. A PKI consists of
Certification Authorities (CAs), Registration Authorities
(RASs), Certificate holders, Clients, Repositories, Crypto-
graphic [13-18] Algorithms and Protocols. A Public Key
Infrastructure ensures the following:

e Ensures the quality of information transmitted over the

network.
o Lifetime and validity of the information.
o Certainty of the privacy, and source and destination of
that information of that information.
e To ensure non repudiation.

The principal attraction of Elliptic Curve Digital Signa-
ture Algorithm is that, it offers equal security for a small key
size as that of RSA, thereby reducing processing overhead.
ECC based Elliptic Curve Digital Signature Algorithm gen-
erates 163-bit key size, equivalent to RSA 1024-bit key size, it
takes shorter time to generate public key pair in mobile phone
than RSA algorithm. Since ECDSA 163-bit key size is less
than RSA 1024-bit key size, a certificate size including the
public key could be reduced .

Then Enhanced mutual authentication flow was proposed
in this project, which enhances the security and working effi-
ciency of the mutual authentication in multi-hop WiMax sys-
tem. It can overcome the drawbacks by allowing the MS to
exchange the secret keys with the AS instead of the
neighbour ASNs (nASNSs)In this section, we present the
proposed EEP scheme for inter-ASN handovers, which fully
utilizes the following information provided from the previous
EAP-TLS mutual authentication and the centralized AS to
prevent the attacks and reduce the number of cryptographic
operations required. Various steps taking place in EEP
are:

Firstly, it is assumed that the hBS always has an
updated AS’s certificate. This certificate can be obtained
indirectly when the hBS relays the certification exchange
during the EAP-TLS handshaking between the AS and
the MS [12] or it can periodically request and check
validation status of the AS’s certificate.

Secondly, after the mutual authentication, the MS
and the hBS share the message authentication code
(MAC) key, which is used to calculate Hash-based or
cipher-based MAC of management messages in order
to facilitate the message authentication and integrity.

Lastly, the ASN authenticator can communicate
with the AS securely using the RADIUS protocol.
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Fig. 2. The EEP pre-authentication scheme.
The ASN authenticator and the AS share a secret key
that can be used to protect data confidentiality.

TABLE |
BASIC DEFINITION
PUK A Public key of A
ENCK(X) Encrypt X using K
PRK A Private key of A
DECK(X) Decrypt X using K
SIGNK(X) Generate Signature for message X
using K
Verify message X with the corre-
V ERK(X, S) sponding signature
S using K
IDA Identifier of A
TLS-PRF-X TLS pseudo-random function computed to
X octets

The AS can be employed to securely distribute the
MSK to the nASN after it is confirmed to be the tASN for



a handover. With the above facts, by the EEP scheme,
the MS has only to exchange a pre-master secret (PMS)
with the AS, which will use this PMS together with other
available information to generate the corresponding
MSK and send it over the RADIUS to the tASN.

Various steps included are:

e Ot Step: After the MS finishes the mutual au-
thentic ation with the AS, the AS and the hBS
are trusted by the MS. The hBS shares the
MAC key with the MS.

e 1st Step: The hBS sends a PREAUTH INIT
containing a unique 16-bit session identifier
(SID), the updated and verified AS’s certificate
and the MAC to the MS. The SID is incre-
mented whenever the hBS initiates a new
pre-authentication session with the same MS.

e 2nd Step: The MS checks the SID and the MAC
to make sure that it is not a replayed message and is
from the hBS. After that, it randomly generates a PMS
and a nonce Nwvs. The PMS is encrypted using the
AS’s public key. It is concatenated with the SID, newly
generated nonce and the IDws. After that, the mes-
sage is signed using the MS’s private key and sent to
the hBS. The hBS verifies the signature using the
MS’s public key to check whether the message has
been modified. It also checks the SID and the Nws to
make sure it is the reply of the PREAUTH INIT sent
previously and it is not a replayed message. After that,
it relays the message to the AS.

e 3rd Step: The AS verifies the signature of the
received message and the Nms to make sure it has not
received this message before and the message has
not been tampered. If the message is genuine, the AS
will decrypt the cipher text using its private key to
obtain the PMS. It will then generate a nonce Naaa,
concatenate it with the SID, the Nms and the IDws, sign
the message and send it back to the hBS. Similar to
the step 2, the hBS will verify the message and relay it
to the MS. The MS can verify the correctness of the
receiving message and keep a record of the Naaa.
The handover phase (Fig. 3) begins with a decision for

an

MS to handover from the hBS to a tBS. The decision
may originate either at the MS or the hBS using MOB
MSHOREQ or MOB BSHO-REQ message, respectively.
Before the handover decision is made, the hBS sends a
notification containing the IDwms, IDtasn and the Carrier to
Interference plus Noise Ratio (CINR) to the possible tBS
over the backbone to notify the tBS of the MS intent for
handover [13]. If the tBS accepts to handover, it will send
a handover notification response through the backbone
to the hBS. The message will go through the tASN. As it
is informed that it is selected for the handover, the tASN
will send a KEY REQ to the AS containing the IDms and
IDtasN to the AS.

After above steps, the MS and the tASN share the
same MSK, compute the AK and continue with the
SA-TEK 3-way handshake as specified by IEEE 802.16e
standard. The EEP inherits EPA’s ability to prevent
eavesdropping, impersonation and MITM attacks.
Firstly, the PMS is encypted by using public key of the
AS, preventing an adversary from eavesdropping the
secret.

Secondly, it is impossible for an adversary to imper-
sonate one honest party to send message to another
party because each message is either signed using the
transmitter’s private key or protected by the MAC. A
MITM attack is also impossible because the
pre-authentication process is a mutual authentication,
which implies that all communication parties are re-
quired to provide a proof of the identity by using a cer-
tificate, a digital signature or a MAC.
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Fig. 3. The handover when EEP is used.

The adversary cannot register itself as a legitimate MS
or an ASN as long as it does not have the MAC key or
the private key of the communication party whom it
wants to impersonate.

A. Advantage of ECC over RSA

The main advantage ECC has over RSA is that the basic
operation in ECC is point addition, which is known to be
computationally very expensive. This is one of the reasons
why it is very unlikely that a general sub-exponential attack on
ECC will be discovered in the near future, though ECC has a
few attacks on a few particular classes of curves. These curves
can be readily distinguished and can be avoided. On the other
hand, RSA already has a known sub-exponential attack which
works in general. Thus, to maintain the same degree of secu-
rity, in view of rising computing power, the number of bits
required in the RSA generated key pair will rise much faster
than in the ECC generated key pair, as seen in table 2. Using
smaller key, we require low computational time, low compu-
tational power & small memory. As it requires low computa-
tional power, the battery life will get increases.

Table 2: Comparison of strength of RSA and ECC



Time to break RSA key-size ECC key-size
RSA key-size In bits In bits

ECC key-size

(in MIPS-years)

104 512 106

108 768 132

1011 1024 160

1020 2048 210

1078 21000 600

IV. RESULT

Fig.4. Energy Dissipated

Fig.5. Energy Consumed

The figure above shows the energy consumed by four
nodes. Since by using Elliptical curve Cryptography key size
is reduced energy consumed is also less. This output is simu-
lated by ns2.
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.CONCLUSION

2resented an approach which ensure the security of mobile
users in mobile WiMAX. In this paper, we have investigated
the security functionality of the EPA scheme has three security
vulnerabilities, which will lead to DoS attacks and replay
attacks. In order to overcome the vulnerability in the authen-
tication process in handovers under the DoS and the replay
attacks and to improve the efficiency, we have proposed the
EEP scheme using WPKI. The EEP scheme can reduce the
handover delay, which is a huge bottleneck of the current
handover process specified by the IEEE802.16e. We believe
that the proposed scheme is both secure and efficient, which is
qualified to be a competitive replacement of the current
handover scheme.
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